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REGAL CHAMBERS SURGERY

Privacy Policy
1. About us
We are Regal Chambers Surgery and we are the data controller for the information we hold about you. A data controller is the organisation that makes decisions about the personal data that is being collected and processed and we are ultimately in charge of and responsible for the processing.
You can contact us in relation to this policy and any queries about it and/or to access your rights by contacting us using the below details.
50 Bancroft, Hitchin, Hertfordshire. SG5 1LL
Telephone: 01462 453232
Email: E82075.regalchamberssurgery@nhs.net
Please use these details should you wish to speak to our Data Protection Officer.
We are registered with the Information Commissioners Office (ICO) and our registration number is: Z6280650
At Regal Chambers Surgery, we are committed to protecting and respecting your privacy, informing you of your rights under Data Protection legislation and giving you access to these rights.
This Privacy Policy sets out important details about information that Regal Chambers Surgery and staff responsible for your care and treatment may collect and hold about you, how that information may be used and your legal rights.
We will review this Privacy Policy on a regular basis, and we advise you to check back on our website for the latest version.
2. Who has information about me?
For your healthcare, several care providers hold and share information about you, in order to provide safe and effective care. In our locality for example local acute hospital providers, community NHS providers, Primary Care Network/Extended Access Service.
Information is shared for your direct care purposes. There may be instances where we are required under legislation to share information, but we will only do so if we have a legal basis.
3. Information we hold about you
We hold 2 types of data about you:
a) Personal data
· Includes name, phone number, email address, address, date of birth, etc.
· May include pseudonymised data.
b) Special category (sensitive data)
This includes:
· racial or ethnic origin
· political opinions
· religious or philosophical beliefs
· trade union membership
· genetic data
· biometric data (where used for identification purposes)
· health
· sex life
· sexual orientation
4. How we collect your information
We may collect information from you when:
a) You contact us via telephone calls which may be recorded and retained for a limited period for training and monitoring purposes and to help improve our services. Telephone calls may be handled initially by our virtual AI receptionist service (InTouch Now), which supports call answering, triage, and routing.
b) You communicate with us via digital consultation (AccuRx), email, text, social media or our website.
c) You visit the practice for an appointment.
d) When clinical or administrative systems are used to support your care, including:
· Abtrace, which is used to support population health management, long-term condition (LTC) recall, Quality and Outcomes Framework (QOF) reporting, and care planning. Abtrace may process limited patient data from our clinical systems to identify patients who require review, monitoring, or recall, and to support the delivery of proactive care.
Sometimes we obtain information about you from:
· other health care providers,
· credit reference agencies,
· debt collection agencies, and
· government agencies such as HMRC or the Home Office.

5. How we use your information
We use information about you in connection with:
· treatment and/or care,
· tests or assessments, and
· medical examinations
Where you contact the practice, your interactions may be supported by:
· InTouch Now (virtual AI receptionist), and
· Abtrace (clinical support and recall system).
These systems may process limited personal data to:
· support call handling and triage (InTouch Now),
· identify patients requiring review, recall, or monitoring (Abtrace),
· support long-term condition management and preventative care,
· improve clinical workflows and patient safety,
· assist in managing QOF and recall programmes.
Any information processed by these systems is handled securely and is only used for the purpose of supporting patient care and administration of services.
6. Staff access to your personal and sensitive data
Access is restricted to staff who require it for direct care or administrative purposes. Audits, monitoring, and disciplinary procedures are in place to prevent inappropriate access.
7. How we keep your information safe and secure
We maintain robust technical and organisational measures including:
· NHS Data Security and Protection Toolkit compliance
· Staff training and policies
· IT systems managed securely by accredited providers
· Cyber security protections
· Regular password management
· Incident response and lessons learned processes


8. Sharing your information
We share only what is necessary and proportionate with:
· healthcare professionals involved in your care
· administrative staff
· laboratories and hospitals
· emergency contacts (with your consent)

9. Sharing information with third parties who are not involved in your care
We may share information with external organisations such as:
· lawyers
· auditors
· insurance companies
· NHS organisations
· regulatory bodies (CQC, ICO)
We also use third-party suppliers that act as data processors, including:
· electronic patient record systems
· radiology systems
· redaction services (iGPR)
· clinical coding services (Zipcode Coding Service – replacing Ortus Health)
· screening services (InHealth)
· communication and administration systems including InTouch Now
· clinical population health and recall systems including Abtrace
Abtrace processes patient data on our behalf to support:
· identification of patients for recalls and reviews
· management of long-term conditions
· QOF reporting and population health management
· proactive patient care and risk stratification

All third-party processors are contractually required to:
· comply with UK GDPR
· implement appropriate security measures
· process data only under our instructions

10. Sharing with regulators or because of a legal obligation
We may share data with regulators including CQC, MHRA, NHS England, Department of Health, and others where legally required.

11. Audits, surveys, and initiatives
We participate in audits and national initiatives. Data shared is anonymised where possible.

12. Legal basis for using your information
We process data under:
· Article 6 UK GDPR (public task, legal obligation, consent)
· Article 9 UK GDPR for special category data (health/social care purposes)

13. Where and for how long we store your information
Data is stored securely in the UK and retained according to NHS Records Management Code of Practice.

14. Your information rights
You have rights including: access, rectification, erasure, restriction, objection, portability, and withdrawal of consent (where applicable).

15. CCTV
CCTV is used for security purposes and monitored under appropriate governance.

16. General Practice Data for Research
Data may be used for research in pseudonymised form. Opt-out options are available via NHS Digital.
17. My Care Record
We participate in shared care records to support direct care.

18. Health Information Exchange Gateway
We participate in regional shared care records to support joined-up care.

19. Recordings
Telephone calls may be recorded for training and monitoring. Video consultations are not routinely recorded.

20. Primary Care Network (PCN)
We are part of Hitchin & Whitwell PCN along with:
· Portmill Surgery
· Bancroft Surgery
· Whitwell Surgery

21. Integrated Care Systems (ICS)
We work within regional ICS structures to support coordinated care.

22. Integrated Care Board (ICB)
We share relevant data with Central Eastern ICB for commissioning and population health management.

23. Using your data to plan and support better care
We participate in risk stratification and population health management. Patients may opt out where applicable.

24. The right to complain to the Information Commissioner’s Office
Complaints can be made to the ICO:
https://ico.org.uk/

